
Internet Safety:
Providing an Education Plan for Seneca High School

Presented by Dan Stecken, Practicum Component Aurora University

Research on Best Practices and Power Point items courtesy of:

Susan Homes, Assistant Superintendent CUSD 10

Mr. Eric Salcedo, Illinois Attorney General’s Office

Ms. Kim Sedlock, Computer Concepts Instructor Seneca High School

Ms. Helen Kinkin, Technology Coordinator Seneca High School

Community High School District 128, Vernon Hills, IL

Harrisonburg City Public Schools 



Internet Safety Education

1. Understand Internet Practices

2. Understand the Dangers

3. Understand the Law

4. Understand the Reality in Your School

5. Raise Awareness and Provide Education



Step 1
Understand Internet Practices—

Past, Present and (to the extent possible) the Future



The Evolution of Online Collaboration

―Web 2.0‖ refers to Internet-based services that emphasize online collaboration and sharing 
among users.  These services include, but are not limited to:

Instant messaging
ICQ—1996

AIM—1997

Wikis – collaborative 
online content 

1994

Social Networking Sites

Friendster (2002)

MySpace (2003)

Facebook (2004)

YouTube (2005)

Twitter (2006)

Online Virtual Worlds

Second Life (2003)

Farmville….



Participation Devices

• How are students involved in online social interaction?

– Home computers

– School computers

– Public library computers

– Internet ―cafés‖

– Cell phones

– Personal digital devices

– Gaming consoles



Virtual Communities & Social Networking

http://www.myspace.com



Virtual Communities & Social Networking

http://www.facebook.com



Virtual Communities & Social Networking

http://www.myyearbook.com



Virtual Communities & Social Networking

http://www.secondlife.com



Virtual Communities & Social Networking

http://www.secondlife.com

http://twitter.com/help/how


Step 2
Understand the Dangers of the Internet



The Real Dangers

•Physical safety

•Emotional safety

•Online disinhibition

•Online social norms

•Online harassment

•Cyberstalking

•Cyberthreats

•Cyberpredators

•Exclusion

•Impersonation

•Trickery

•Free speech norm

•Internet addiction

•Alignment with self-harm or 

hate communities

•Risky sexual behavior

•Violent gaming

•Cyberbullying



http://www.netsmartz.org/safety/videos/dr-development.htm





Step 3
Understand the Law



In 2008, Illinois Public Act 095-0869 was 

enacted to amend the School Code to require Internet Safety 
education (effective with the 2009-2010 school year).

This act requires:

A component on Internet Safety to be 
taught at least once each school year to 

students in grades 3 and above.



Topics to be covered:

1. Safe and responsible use of social networking sites, chat rooms, 
electronic mail, bulletin boards, instant messaging and other Internet 
based communication.

2. Recognition, avoidance and reporting of online solicitation.

3. Risks of transmitting personal information on the Internet.

4. Recognition and avoidance of unsolicited or deceptive 
communications.

5. Recognition and reporting of online harassment and cyberbullying.

6. Reporting of illegal activities and communications on the Internet.

7. Copyright laws on written materials, photographs, music and video.

Illinois Public Act 095-0869



In 2008, Illinois Public Act 095-0849 created 

the ―Cyberbullying Law.‖

Summary:
Provides that the offense of harassment through electronic 

communications also includes the use of electronic 
communication for making a harassing statement for the 

purpose of alarming, tormenting, or terrorizing a specific person 
on at least 2 separate occasions; or creating and maintaining 
an Internet website or webpage, which is accessible to one or 
more third parties for a period of at least 24 hours, and which 

contains harassing statements made for the purpose of 
alarming, tormenting, or terrorizing a specific person.



Step 4
Understand the Reality in Your School 



Child's bedroom, 24%

Kitchen, 6%

Family or Living Room, 
30%

Basement, 16%

Other, 23%

Seneca High School Freshman Registration Night 2009 Student and 
Parent Technology Survey 

Location of Home Computer



Yes, 94%

No, 6%

Seneca HS Student Technology Survey - 2009
Home Computers with Internet Access



In the survey here is a sampling of the questions that were asked (with results):

1. Is there a computer in your home? Yes-66, No-4

2. Do you have access to the internet at home? Yes-64, No-6

3. What room in your house is the computer located? See chart

4. Do you use MySpace, Facebook, or Twitter? Yes-51, No-18

5. Do you post personal information about you or your friends on social sites?

1. Yes-23

2. No-48

Based on these results, new school law, and answers to other questions, 

an increase in internet safety education is necessary.



Step 5
Raise Awareness and Provide Education



Ways to Raise Awareness and Provide Education

Develop an Internet Safety Awareness Plan

– Staff in-service

– Classroom/group instruction led by teacher, social 
worker and technology support staff member

– Student assemblies (Illinois Attorney General’s Office 
and National Safety Council)

– Poster and multimedia contests

– Signs & banners

– Communication to parents

– Safety tips via email to staff – Ms. Kinkin

– Community workshops

– Online resources – see www.senecahs.org

– Partnerships with local law enforcement, teachers’ 
union, school board, and public libraries

– Local and regional publicity (print and media)



Suggested Resources for Internet Safety Lessons.pdf
Internet Safety Plan Template.docx


Addressing Internet Safety Through Curriculum 
Changes and FREE Resources – ISAFE, Netsmartz, etc.

http://www.netsmartz.org/education/download http://www.isafe.org

http://www.netsmartz.org/education/download
http://www.isafe.org/


Integration into the Curriculum
Who?

Classroom teacher
Social Worker

Technology Instructional Staff Member
Media Specialist/Librarian

When?
Periodically throughout the year

Designated Internet Safety Day, Month, etc.
Beginning of Year/End of Year

How?
Tie with character education

Classroom lesson
Designated computer lab activity

See examples on subsequent slides

http://www.netsmartz.org



Tie your plan to your local and state standards as well as
NETS (National Educational Standards)

Directly correlated to
NETS (Standard 2 - Social, ethical and 
human issues).

Directly correlated to Illinois Learning 
Standards (State Goal 24 - Promote and 
enhance health and well-being through the 
use of effective communication and 
decision-making skills.



Middle School -
Grades 7-8

http://www.netsmartz.org

Focus on Internet Safety awareness through:

•Teacher-led (classroom, social worker, principal, 

etc.) instruction in the classroom during Language 

Arts, Reading, Study Hall, etc.

•Open dialogue time

•School assembly

•Guest speakers

•PTA meetings

•Media Center activities, signs and posters

•Video contests

The goal is to get students to talk about the issues and 

understand how to report concerns or problems they are 

experiencing.



Middle School -
Grades 7-8

http://www.netsmartz.org



Middle School (7-8)

http://www.ncpc.org/newsroom/current-campaigns/cyberbullying

Request the free NetSmartz presentation materials for 

students and parents at:

http://www.netsmartz.org/Presentations/index.aspx/Sent/

http://www.netsmartz.org/Presentations/index.aspx/Sent/


Cyberbullying nsteens.org

http://www.nsteens.org/index.html

Allow students to explore

this site during computer

lab time or watch videos 

together as a class.  Print the

resources and use as 

discussion starters.

http://www.nsteens.org/index.html
http://www.netsmartz.org/education/


My Space

http://www.kahoks.org/safeweb/2007-Forms/Cyberbullying--Tips%20for%20Taking%20Action.pdf

Print and discuss how 

students can report 

inappropriate online

activity they experience in 

class.

http://www.kahoks.org/safeweb/2007-Forms/Cyberbullying--Tips for Taking Action.pdf


Online predators

http://www.idthecreep.com

Here’s another activity 

students can complete 

individually or as a class.

http://www.idthecreep.com/


Netsmartz Teacher Lesson Plans

http://www.netsmartz.org/resources/reallife.htm

Show and discuss these 

thought-provoking videos.  

Print the teacher lesson plans 

that correlate.

http://www.netsmartz.org/resources/reallife.htm


More cyberbullying

http://www.cybersmartcurriculum.org/lesson_plans/68_04.asp

Print and use these lesson 

plans available through 

CyberSmart.

http://www.cybersmartcurriculum.org/lesson_plans/68_04.asp


High School
Grades 9-12

Focus on Internet Safety awareness through:

•Teacher-led instruction, using short engaging video 

clips during common, non-instructional time such as 

study hall, lunch study, etc.

•School assembly

•Guest speakers

•Media Center activities, signs and posters

•Video contests

•Development of student-led group to talk to 

elementary and middle schoolers

The continuing goal is to get students to talk about the 

issues and understand how to report concerns or 

problems they are experiencing.  In addition, students 

need to understand how their online activity may 

adversely affect their future college admission and job 

offers.



I-SAFE webcasts and videos

Important note: You must go through the 6-hour online certification course and submit an Internet Safety 
online implementation plan to have access to the webcasts.  The implementation plan takes less than 5 
minutes.

Webcast topics include:

Staying safe online—Cyber Relationships

File Sharing—Intellectual Property

Personal privacy—Privacy and the Internet

Cyber stalking and grooming—Social Issues

Computer safety—Cyber Security: Malicious Code

Reporting Cyber Stalking and Harassment—Cyber 

Harassment: Bullying and Stalking Online

Hacking—Security: Cyber Citizenship

As a class, watch the i-Safe 

videos and engage in 

discussion about the topics 

presented.



http://www.safeteens.com/

Use current events and news 

postings to open discussion 

with high school students.

This site includes a link to 

recent news articles related to 

Internet Safety.

http://www.safeteens.com/


http://tcs.cybertipline.com/knowthedangers8.htm

Discuss webcams, 

microphones, and digital 

cameras as well as posting 

videos, photos and audio.

http://tcs.cybertipline.com/knowthedangers8.htm


High School (9-12)

http://www.sonicwall.com/phishing/

As a class, complete this 

online phishing test.

http://www.sonicwall.com/phishing/


Parents
Focus on Internet Safety awareness through:

•Home Rules on Internet Usage

•Community presentations

•Newsletters

•Safety Pledges

•Volunteer Assistance

•Surveys

•Technology “Know-how” workshops

•School District Website of Resources

•Clear expectations of student behavior 

through school and district handbooks as 

well as acceptable use policies



Parents – great videos

http://www.ikeepsafe.org/PRC/videotutorials/index.php


Parents – ―Parent Care‖ free software



Parents – free filtering software



Parents – free filtering software



Parents – monitoring software



Illinois Attorney General (High Crimes Division)
100 West Randolph Street
Chicago, IL 60601
312-814-3762
http://www.illinoisicac.org/ 

Request the ―High Tech Crimes Bureau Speaker Request 
Form‖

Spring 2010 – Mr. Eric Salcedo spoke to our student body!

NetSmartz
Charles B. Wang International Children’s Building
699 Prince Street
Alexandria, VA 22314-3175
800-THE-LOST
www.netsmartz.org and www.missingkids.com

Free Resources

http://www.netsmartz.org/
http://www.missingkids.com/


Center for Safe and Responsible Internet Use
Nancy Willard, Executive Director
474 W 29th Avenue, Eugene, OR 97405
Phone: 541-344-9125
Fax: 541-344-1481
Email: info@csriu.org
www.csriu.org/index.html

iSafe
5900 Pasteur Court
Suite #100
Carlsbad, CA 92008
760-603-7911
www.isafe.org

Free Resources

mailto:info@csriu.org


Additional Reading Recommended

Parent and Teen Internet Use.  (24 October 2007). PEW Internet and American Life Project. 
http://www.pewinternet.org/pdfs/PIP_Teen_Parents_data_memo_Oct2007.pdf

Social Networking Websites and Teens:  An Overview.  (3 January 2007). PEW Internet and American Life 
Project. http://www.pewinternet.org/pdfs/PIP_SNS_Data_Memo_Jan_2007.pdf

Teens and Online Stranger Contact.  (14 October 2007). PEW Internet and American Life Project. 
http://www.pewinternet.org/pdfs/PIP_Stranger_Contact_Data_Memo.pdf

A Timeline of Teens and Technology.  (16 August 2007).  PEW Internet and American Life Project. 
http://www.pewinternet.org/PPF/r/105/presentation_display.asp

Willard, Nancy.  (January 2007).  Cyberbullying and Cyberthreats—Effectively Managing Internet Use Risk in 
Schools. Center for Safe and Responsible Use of the Internet. http://www.cyberbully.org/onlinedocs/cbct.pdf

Willard, Nancy.  (January 2007).  Cyber-Safe Kids, Cyber-Savvy Teens, Cyber-Secure Schools. Center for Safe 
and Responsible Use of the Internet. http://www.cyberbully.org/onlinedocs/cskcstschools.pdf

Willard, Nancy.  (February 2007).  Preventing Another Julie Amero Tragedy. Center for Safe and Responsible 
Use of the Internet. http://www.cyberbully.org/onlinedocs/preventingamero.pdf

http://www.pewinternet.org/pdfs/PIP_Teen_Parents_data_memo_Oct2007.pdf
http://www.pewinternet.org/pdfs/PIP_SNS_Data_Memo_Jan_2007.pdf
http://www.pewinternet.org/pdfs/PIP_Stranger_Contact_Data_Memo.pdf
http://www.pewinternet.org/PPF/r/105/presentation_display.asp
http://www.cyberbully.org/onlinedocs/cbct.pdf
http://www.cyberbully.org/onlinedocs/cskcstschools.pdf
http://www.cyberbully.org/onlinedocs/preventingamero.pdf

